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MO PAU

Nhitng nim gin day da xay ra hang loat cac cudc tin cong Cong TTPT trén toan thé
gidi, tir viée thay doi thong tin, hinh anh dén viéc 1am sap céac trang mang. Viéc tin cong
mot Cong TTDT di tré nén kha d& dang voi nhitng ké tin cong, trong khi viéc phat hién,
phong ngtra, ngan chin tir phia quan tri mang, quan tri Cong TTDT con 10ng 1éo, nhat 1a dbi
v6i cac co quan, t chire Nha nuée.

Hau hét cac co quan, t6 chirc Nha nuéc déu da xay dung Cong TTDT. Cong thong
tin nay thuc chét nhu mot giao dién Web duy nhét cua co quan, t6 chuc phuc vu cho viéc tra
ctru thong tin, gui nhén email, diéu hanh tac nghi¢p ndi bg... cua td chirc thong qua mang
may tinh. Néi mot cach khac, Cong TTPT la mot trang web, xuat phat tir d6 nguoi sir dung
c6 thé dé dang truy xuat dén cac trang web ndi bo va cac dich vu thong tin khac cia co
quan, t6 chtrc trén mang may tinh.

Thuc té cho thay viéc bao mat Cong TTPT & cac co quan chinh phu hién nay dang
con ton tai nhitng yéu kém, van dé an toan bao mat chwa dugc quan tim ding muc. Co thé
thay c6 rat nhiéu Iy do khién cho tinh trang bao mat thong tin con yéu kém & Viét Nam noi
chung va & cac t6 chire/ co quan nha nude néi riéng. Dudi day 1a mot s6 1y do chinh:

Tht nhat: Nguén nhan lyc cong nghé thong tin mong, dac biét 1a chua c6 hoac rat it
don vi ¢6 chuyén vién bao mat phu trach riéng

Tht hai: Sy nhén thirc han ché vé an toan bao mat caa nguoi su dung

Thir ba: Chi coi trong viée ddng tin va truy cap dugc dén Cong TTDT, chua coi trong
dén viéc phat hién va phong ngira diém yéu cta cong

Thir tw: Khong ra quét thuong xuyén cac 16 hong bao mat cia Cong TTDT va ha tang
cong nghé thong tin ciia don vi

Thir nam: Khong cap nhat thuong xuyén cic ban va 16i cho Cong TTDT, cho hé

thong thong tin ctia don vi

Viéc danh gia diém yéu cua Cong TTDT sé& gitp cac don vi co thé hiéu duoc mirc do
an toan ctia Cong TTDT ciia minh, nhan thay tam quan trong ciia viéc phai dam bao an toan
théng tin cho Céng TTDT tir d6 cac dir liéu quan trong méi cod thé duoc an toan. Qua do,
don vi s& c¢6 y thirc hon trong viéc dam bao ATTT cho Cong, ting cudng cac bién phap an
ninh va kha ning cua d6i ngii quan tri vién. Hién nay, cac qudc gia phat trién trén thé gisi

deu da y thirc dugc van dé nay, va ngay cang dau tu vao viéc danh gid muc do an toan cua



Céng TTDT. Tuy vay, thi hau hét cac doanh nghiép, co quan, td chirc tai Viét Nam chua c6
cac bién phap danh gia diém yéu Céng TTDT hodc c6 nhung ma chua day du.

Dé danh gia duoc diém yéu Coéng TTDT, viée trude tién 1a can thu thip thong tin.
Nhitng kho khin dit ra 1a: thu thap thong tin gi, thu thap bang cach nao, cac budc thu thap

nhu thé nao, sir dung cong cu nao 1a tot nhat. .. dé c6 thé thu thap duoc thong tin nhidu nhat.

Sau khi thu thap dugc thong tin, viéc tiép theo 1a phan loai théng tin vé diém yéu. Viéc
phan loai ciing can phai duoc thuc hén va xem xét mot cach cé hé théng. Pay ciing chinh 1a
kho khan tiép theo ctia nguoi thyc hién. Hién tai, chua c6 mdt bo tai li¢u hay hudng dan
chuan nao vé viéc phan loai thong tin diém yéu danh cho Coéng TTDT. Chinh vi vay, mot
nhu cau thyc té dat ra 1a can c¢6 phuwong phap thu thap va phéan loai diém yéu phu hop cho
Cong TTDT

Trén co so thong tin di thu thap va phan loai thong tin vé diém yéu, viéc tiép theo 1a
danh gia diém yéu ATTT cho Cong TTPT dua theo cac tiéu chi danh gia. Céac t6 chirc tiéu
chuan thé gigi da dua ra mot s6 bo tiéu chi chung cho dénh gia ATTT nhu: ISO/IEC 15408,
bo ti€u chi OSWAP cho ung dung Web, cac bo ti€u chi cua mot sb quéc gia tu xay dung
khac. Tuy nhién, qua nghién ctru tim hiéu, hoc vién chua théy c6 dé xuit mot bo tiéu chi cu
thé nao cho danh gia diém yéu ddi v6i Cong TTDT. Chinh vi vay, viéc xdy dung mot bd

tidu chi dé danh gia diém yéu Cong TTDT 1a hét st can thiét.

Chinh vi nhing 1y do trén, va nhan thay viéc can thiét phai dam bao ATTT cho Cong
TTPT, hoc vién chon dé tai “Phwong phdp thu thép, phén loai va dinh gid diém yéu an

toan thong tin cua cong Thong tin dién tir”
Céc trong tdm nghién curu dat ra do1 véi luan van la:

Tht nhat: N ghién ctru vé ciu tric Céng TTDT, van dé bao mat Céng TTDT, cac loai
diém yéu pho bién trén cac Cong TTDT

Thir hai: Nghién ctru, phan tich phuong phap thu thip, phan loai diém yéu ATTT
ctia Cong TTDT. Pua ra phuwong phap phu hgp dé thu thap, phan loai diém yéu ATTT.

Thir ba: Nghién ctru, phan tich mot sé md hinh, phwong phap, cong cu phan mém cho
thu thap thong tin, danh gia diém yéu ATTT cta Cong TTDT. Xay dung md hinh va cac
tiéu chi danh gia diém yéu phu hop.



Thi tu: Xay dyng mot tap diém yéu, tiéu chi danh gia, cac kich ban thir nghiém, céc

bai do kiém thtr va thuc hién thir nghiém dénh gia mot Cong TTDT.

Pham vi cta bai luan vin: Nghién ctru vé cac diém yéu an toan théng tin ciia Cong
TTPT, phuong phap thu thap, phan loai diém yéu va danh gia diém yéu an toan thong tin
cia Cong TTDT, xiy dung cac bai do, kich ban thir nghiém danh gia diém yéu ATTT cho mét
Cong TTPT cu thé.

Luén van st dung cac phuong phap nghién ctru sau day:

- Phuong phap nghién ciru ly thuyét: tng hop, thu thap, nghién ctu tai liéu vé
an toan thong tin, cac diém yéu gay mat an toan thong tin trén Cong TTPT
hién nay. Cac phuong phap thu thap, phan loai va danh gia diém yéu pho bién
hién nay trén thé gigi va tai Viét Nam.

- Phuong phép thuc nghiém: Trén co so ly thuyét dua ra hé thong cac bai do dé
danh gia diém yéu cua Cong TTDT va 4p dung danh gia cho mot Cong TTDT

thuc té tai Viét Nam hién nay.

Noi dung cta luan van duoc trinh bay trong cac phan chinh nhu sau:

Chuong 1 trinh bay phuong phap thu thap, phan loai diém yéu an toan thong tin cua
Cong TTPT

Chuong 2 nghién ctru, phan tich phuong phap danh gia diém yéu an toan thong tin
cia Cong TTDT, mot s6 cong cu phan mém cho thu thap thong tin, ddnh gia diém yéu cua
Cong TTPT, xdy dung mo hinh dénh gia, cac tiéu chi danh gia.

Chuong 3 thyc hién thir nghiém thu thap, phan loai va danh gid diém yéu an toan
thong tin cia mot Cong TTDT cu thé. Két qua cu thé trong chuong 3 13 xay dung duoc cac

kich ban thir nghiém, cac bai do kiém thir diém yéu ATTT cho Cong TTPT.



CHUONG 1: PHUONG PHAP THU THAP, PHAN LOAI PIEM
YEU AN TOAN THONG TIN CUA CONG THONG TIN PIEN TU

1.1 Khai quéat vé cau tric ciaa Cong TTPT

1.1.1 Téng quan vé Céng TTPT
Cong Théng tin dién tir (Céng TTPT) duoc hiéu nhu mot trang web ma tir d6 ngudi sir

dung c6 thé d& dang truy xuét cac trang web va cac thong tin dich vu khac trén mang may
tinh. Cong TTDT khoi dau thuong dung cho cac trang web khong 16 nhu Yahoo,
Lycos,...Trong pham vi cta luan vin, khai niém Cong TTDT dugc dinh nghia nhu sau:
Cong Théng tin dién tir la diém truy cdp tdp trung va duy nhdt, tich hop cdc kénh théng tin,
cdc dich vu va iing dung, phdn phéi t6i nguoi sir dung thong qua mét phwong thirc thong
nhdt va don gidn trén nén tang Web.

Céc loai Cong TTDT:

- Cong thong tin cong cong (public portals)

- Cong thong tin doanh nghiép (Enterprise portals)

- Cong giao dich dién tir (Marketplace portals)

- Cong thong tin tng dung chuyén biét (Specialized portals)

Céc tinh ning co ban cia Cong TTDT: Kha ning c4 nhan héa, tich hgp nhiéu loai

thdng tin, Xuat ban thong tin, hd trg nhiéu moi trudng hién thi thong tin, kha ning dang nhap

mdt 1an, quan tri Cong TTDT, quan tri nguoi dung

Administrator
Control Panel

Hinh 1- 1: Cdc tinh ning co béin ciia Céng TTPT
1.1.2 Cdutric Cong TTPT
Céng TTDT duoc thiét ké dic biét danh cho cac co quan, td chire, doanh nghiép co

nhu cau phat trién hé thdng thong tin 16n trén méi trudng web nham thuce hién cac giao tiép



tryc tuyén va st dung Internet nhu mot cong cu thiét yéu trong cac hoat dong cung cap

thong tin, giao tiép, quan 1y va diéu hanh.
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Hinh 1- 2: Cdu trisc Cong TTDT
1.2 Téng hep dix liéu vé bao mat ciaa Cong TTPT, cac loai diém yéu
1.2.1 Téng hep di ligu vé bdo mdt ciia Cong TTPT
Thuec trang bao mat Cong TTDT tai cac co quan nha nudc nam 2015:

Theo béo c4o ciia VNCERT vé thyc trang bao mat 2015: ¢6 téi 90% co quan, to chirc
nha nudc phdt 1o canh bao vé mirc d6 mat an toan thong tin trén hé thong Cong TTDT
thuc co quan minh. VNCERT da giri rat nhiéu canh bao dén céc co quan nha nudc nhung
chi mét s6 it don vi 6 phan hoi.

Chi riéng trong quy 1/2015: c6 365.644 lugt dia chi I[P Viét Nam tham gia mang
Botnet, tirc dd nhiém ma doc va san sang tin cong DDOS dén bat ky may tinh nio trén thé

gidi. Trong cac dia chi IP nay, c¢6 896 luot dia chi IP |a ctia cac co quan nha nudc.

1.2.2 Céc logi diém yéu phé bién hién nay trén cac Cong TTPT
Cac loai 16 héng duogc phan lam 3 loai chinh nhu sau:
Logi 1: Nhitng 15 hong thudc loai ndy cho phép ké tan cong thuc hién cac hinh thirc

tdn cong DoS. V&i mirc d6 nguy hiém thip, chi anh huéng dén chat luong dich vy, 1am



ngung tré, gian doan hé thong, khdng 1am phé hong dit liéu hoic dat duge quyén truy cap
bét hop phép.

Loai 2: Nhitng 15 hong loai ndy thudng cho phép ngudi st dung c6 thém cac quyén
trén hé théng ma khdng can kiém tra tinh hop 1¢. L3 hong nay thudng cé trong cic ung
dung, dich vu trén hé thdng, c6 mirc d6 nguy hiém trung binh. Théng thudng nhitng 15 hong
nay duoc loi dung boi nhitng ngudi sir dung trén hé théng dé dat duoc quyén root khong
hop I¢.

Logi 3: Nhimg 15 hong thudc dang ndy cho phép nguoi ngoai hé théng co6 thé truy
cap bat hop phap vao hé thong, c6 thé pha huy toan bo hé thong. Loai 16 hong ndy c6 mirc
d6 rat nguy hiém de doa dén tinh toan ven va bao mat thong tin cia hé thong. Cac 16 hong
nay thuong xuit hién ¢ nhitng hé théng quan tri yéu kém hodc khong kiém soat duoc ciu
hinh mang.

Mot sb 16 hong phd bién trén Cong TTDT:

- Ldi tran bo dém (B-O)

- L&i khong kiém tra dau vao (U-1)

- Céc van dé véi diéu khién truy cap (A-C)

- Céc van dé véi xac thue, Gy quyén hay mat mi (A-A-C) ....
1.3 M@t s6 phwong phap thu thap thong tin vé diém yéu

1.3.1 Phwong phap Footprinting
Footprinting 1a budc dau tién trong cac budc chuan bi cho mét cudc tan cong mang.
Muc tiéu ctia phan Footprinting 13 thu thap canh nhiéu thong tin vé d6i tugng thi cang tdt,
diéu nay dong nghia véi viéc thu thap duoc cang nhiéu thong tin vé diém yéu thi cang t6t.
Muc dich ciia Footpriting thi can phai thu thap dugc cac thong tin sau: Domain name,

IP Address, Website, Email Address.

1.3.2 Phwong phdap Scanning

Scanning 1a phuong phap ra quét va phat hién cac nguy co vé diém yéu, 16 hong cua
d6i twong can thu thap

Vai tro cuia scan mang: Phat hién Hosts Active trén mang, Open Port, Application/

services, OS, Vulnerability



1.4 Phwong phap phan loai thong tin vé diém yéu

Nhém diém yéu vé sai sot trong nhap liéu (Injection; SQL injection, OS injection hay
LDAP injection...)

Nhém céc diém yéu vé xac thuc va quan 1y phién

Nhom diém yéu vé kiém duyét ndi dung dau vao (Cross-Site Scripting (XSS))

Nhom cac diém yéu phd bién khac

Nhém diém yéu thudc dang Malware cong thong tin

1.5 Két luan chwong 1

Trong chuong nay, ludn vin da cung cap cac kién thirc vé tong quan Cong TTDT
(Pinh nghia, cdu trac, tinh hinh thuc té hién nay vé Céng TTDT). Tong hop, thong ké cac
dir liéu vé cong tac bao mat ciia Cong TTPT. Pua ra hai phuong phap chinh trong viéc thu
thap thong tin vé diém yéu, dua vao hai phuong phap d6 xiy dung hai mo hinh thu thip
thong tin vé diém yéu phu hop va tir d6 dua ra phuong phap phan loai thong tin vé diém
yéu. Trong chuong tiép theo, luan vin s& dua ra cac phuong phap danh gia, phan tich diém

yéu phu hop v6i Cong TTPT hién nay.



CHUONG 2: PHUONG PHAP PANH GIA PIEM YEU AN TOAN
THONG TIN CUA CONG THONG TIN PIEN TU'

2.1.  Nghién ctru, phan tich mét s6 mé hinh danh gia diém yéu ATTT

2.1.1. Mé hinh ddnh gia diém yéu ATTT theo OWASP

OWASP (The Open Web Application Security Project): du 4n mé vé bao mat tng
dung Web. OWASP 1a mét t6 chirc qudc té va 1a mot cong ddng md danh riéng cho cac to
chtrc dung dé tra ctru tai liéu, hiéu biét, phat trién, b xung, van hanh va duy tri cac Gng
dung can dén su tin cay.

OWASP bao gom:

- Cong cu va cac tiéu chuan vé an toan thong tin.

-Kiém tra bao mét ung dung, lap trinh an toan va cac bai viét vé kiém dinh ma
ngudn.

- Thu vién va céc tiéu chuan diéu khién an ninh.

- Nhirng nghién ctru méi nhat vé an toan bao mat.

- Chuong trinh mién phi va chuong trinh m& cho bat cir ai quan tdm trong viéc nang
cao bao mat ng dung.

Viéc danh gia ATTT theo chuan OWASP dugc xay dung dua trén OWASP TOP 10.
Muc tiéu chinh cia OWASP Top 10 1 dé nguoi 1ap trinh, ngudi thiét ké, k§ su va quan 1i va
ca to chirc biét vé hau qua cua nhitng diém yéu quan trong nhat trong tmg dung website.
OWASP Top 10 cung cip nhitng k¥ ning co ban dé bao vé website khoi nhitng mdi nguy
hai

2.1.2. M6 hinh ddnh gid diém yéu ATTT tai c4c quéc gia trén thé gidi
M6 hinh danh gié4 an toan thong tin cia My
M0 hinh danh gid an toan thong tin ctia Phap
Mo hinh danh giéd an toan thong tin cia Anh
Mo hinh danh gid an toan thong tin ctia Ptic

Mo hinh dénh gi4 an toan thong tin ciia Han Qudc



2.2. Nghién ciu phan tich mot sé phwong phap danh gia diém yéu ATTT cia
cong TTPT
Bang 2-1: Bang cac tiéu chi, chi tiéu va phwong phap danh gia mac do an toan

bio mat cia cac cong TTDT.

STT Tiéu chi Chi tiéu Phwong phap

1 SQL Injection | - Chiém quyén diéu khién Website, | Black-box
co so dit liéu cua hé thong

- Gia mao danh tinh, stra d6i, xao
tron dir liéu, thay doi & phoi bay
dix liéu, an cap, thém xoa dit liu.

- Upshell, Chiém quyén diéu khién
May chu, Local attack

2 Blind SQL | - Chiém quyén diéu khién Website, | Black-box

Injection co s dit liéu cua hé thong

- Gia mao danh tinh, stra d6i, xao0
tron dir liéu, thay doi & phoi bay
dix liéu, an cap, thém xoa dix liu.

- Upshell, Chiém quyén diéu khién
May chu, Local attack

3 CRLF - Cross Site ScriPting | Black-box
vulnerabilities

- Proxy and web server cache
poisoning

- Web site defacement

- Hijacking the client’s session

- Client web browser poisoning

4 Htaccess - Vuot qua viéc xac thuc nguoi | Black-box

Bypass ding trong ciu hinh bao vé

username va password bao vé tap
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tin trong .htaccess.

5 Remote - Thuc thi nhitng cau Iénh cé thé | Black-box
Commands gay ton hai cho hé théng nhu x6a
execution CSDL, nguoi dung xem dugc noi

dung tap tin config, passwd

6 XSS - An cép cookies, mat khau, cuép | Black-box
phién lam viéc

- Cai cac loai virus, trojan,
backdoor trén may tinh nan nhan

- Thay dbi giao dién Website. Tuy
nhién no chi chay trén trinh duyét
phia may khach va chi tin
cong vao bé mat Website, khdng
lam thay doi cau trdc ma nguon,
co so dir liéu cua Website trén

May chu.

Theo tai liéu vé kiém thtr tham nhap (penetration testing) s& co 3 phuong phap danh
gia an toan bao mat nhu sau:

Phuong phéap Black-box

Phuong phap White-box

Phuong phap Grey-box

2.2.1. Phwong phap Black box
Phuong phap blackbox hay con goi 1a phuong phap kiém thir hop den, phuong phap
nay ngudi kiém thir dong vai tro nhu 1a mot hacker thyc thy, di tim hiéu va tan cong (c6 gi6i
han) vao hé thong mang hay Website da dinh.
Céc budc & phuong phap nay bao gdom:
Thir nhat: Footprinting: O budc nay hacker tim hiéu cac thong tin vé Website va hé
thdng dé thu thap duoc cang nhiéu thong tin cang tdt, hacker co thé sir dung céc cong cu sin

¢6 hodc open soure dé thu thap thong tin.



11

Thir hai: Scanning: Sau khi d3 thu thap ddy du cac thong tin can thiét, hacker s& bat
dau ra quét cac port giao tiép cia Website va ngudi dung, nim biét dugc cac port dang md,
cac giao dich dang dugc thuc hién, cac giao thuc dang dugc sir dung dé duy tri va truyén tai
luu luong ciia Website va cac 16i ciia Website.

Thir ba Exploit: La budc quan trong dé ching minh dugc rang 16 hong trén Website
thu duoc tir cac cong cu ra quét co thuc sy gy ra nhitng anh hudng cho hé thong hay mat
mat dir liéu hay ko.

Thir tr Update patches: O budc nay thong thuong thi Nguoi quan tri méi ¢6 quyén
thuc hién, nguoi kiém thir c6 thé gui cac van ban thong bao hudng dan hd tro cho Ngudi
quan tri thuc hién

Thir nam Report: Budce nay bao gdm cac bao cao phan tich cac tinh hudng, 16 hong
duogc dit ra va da tim duoc néu dugc cac mdi nguy hiém ma Website dang gip phai, dua ra

cac hinh thire, bién phap khic phuc, chi phi khic phuc cho phia khac hang duoc biét.

2.2.2. Phwong phdap White box
La mot phuong phap danh gia dugc nhan dinh la déy du va co tinh tin cay cao, ¢
phuong phap nay nguoi kiém thir duge xem nhu 1a mot nhan vién thyc thu ctia cong ty, nim
rd mot sd van dé vé mit hé théng, bd tri céac may chu, nam ro duoc céc port giao tiép, cac

dich vu dang chay trén Website.

Phuong phap ndy bao gdm cac giai doan sau: Thu thap théng tin, kiém tra ciu hinh
Web, kiém tra bang viéc xéac thuc, kiém tra quan ly phién truy nhap, kiém tra viéc

phan quyén, kiém tra 15 hong dir liéu.

2.3.  Nghién citu, phan tich mét sé cong cu phan mém cho thu thap théng tin,
danh gia diém yéu/ 16 héng bao mat ciaa Cong TTPT
Cong cu Acunetix WVS
Cong cu OWASP Webscarab
Cong cu OWASP ZAP
Cong cu Burp Suite
Cong cu N-Stalker
Cong cu Sandcat

Cong cuy Kali Linux
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2.4. Xay dung mo hinh danh gia, cac tiéu chi danh gia, dwa ra phwong phap
danh gia phi hop véi Cong TTPT

2.4.1.M6é hinh danh gia

Bi dong — Passive mode.

Muc dich cta giai doan ndy: Tester hiéu vé application, sir dung cac dich vy, thanh
phan tmg dung. Tools thudng duoc str dung dé thu thap thong tin.Vi du, proxy quan st tit
ca HTTP requests va HTTP response. Két thuc giai doan ndy, tester can hiéu dugc tat ca
diém vao (gates) cia Umg dung. (e.g., HTTP headers, parameters, and cookies). Module
Information Gathering s& chi rd lam thé nao dé tién hanh passive mode test.

Chu dong — Active mode.

Trong giai doan nay, tester sit dung cac phuong phép khac nhau véi muc dich tim ra
nhitng 16 hong trén hé thong website. C6 tat ca 9 chu dé:

Configuration Management Testing — Kiém tra quan 1y, ciu hinh hé thong

Business Logic Testing - Panh gia Business logic

Authentication Testing - Kiém tra phan xac thuc

Session Management Testing - Kiém tra quan 1y phién giao dich

Authorization testing — Kiém tra qué trinh cip quyén

Data Validation Testing - Panh gia cac kiém soat thim dinh dir liéu

Denial of Service Testing - Tan cong tir chdi dich vu

Web Services Testing — Panh gia Webservices

Ajax Testing - Kiém tra AJAX.

2.4.2. Cac tiéu chi danh gia

Viéc xay dyng cac tiéu chi danh gia mirc d6 bao mat cong thong tin cta cac co quan
nha nuéc dong nghia véi viéc danh gia cac mirc do rui ro khi cong thong tin bi cac Hacker
tn cong. Ké tAn cong c6 thé loi dung nhidu con dudng khac nhau thong qua tng dung cong
nghé thong tin cua to chirc/ doanh nghiép dé 1am ton hai doanh nghiép hay t6 chirc d6. Mdi
con duong thé hién mot rui ro khac nhau ma c6 thé c6 hoic khong gy ra su chi y. Thudng
thi nhitng con dudng nay kha dé dé tim ra va van dung dé pha hoai, tuy nhién ciing ¢
nhing truong hop rat phirc tap. Vi vy, dé co thé xac dinh nhimng rui ro cho t6 chtre/ doanh
nghiép cin tinh toan kha ning hién hiru cia mdi nguy hiém, nhiing yéu té tin coéng va

nhting diém yéu bdo mat.
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Kiém soat Anh hwgng Anh hwréng
an ninh ky thuat Kinh doanh

Tl Huwéng tin céng Biém y&u bao mat

%._T Tén cing f}, m yiu bio +
i = i

Anh hwrémg

=@ nyéubdo

=u@ 0yéubdo ITI.E;}
n yéu bao mH Kigém soat

Hinh 2- 1: So dé hwong tin cong va mirc dp anh hwong ciia cdc tic nhin

Theo OWASP Top 10, cdc mitrc do rui ro (hay tiéu chi) danh gid mic do bdo mat
Cong TTPT dugc chia theo cac mirc sau:

L6i nhiing ma — Injection.

Phé4 hong co ché ching thuc va quan 1y phién lam viéc — Broken Authentication and
Session Management.

Thuc thi ma ScrlPt xau (XSS) — Cross-Site ScrIPting (XSS).

Déi twong tham chiéu thiéu an toan — Insecure Direct Object References

Sai sot trong cau hinh an ninh — Security Misconfiguration

Dé 16 nhitng dir liéu nhay cam — Sensitive Data Exposure

Thiéu chitc ning cho diéu khién truy cap — Missing Function Level Access Control

Sai sot han ché truy cap — Cross — Site Request Forgery

Loi dung 16 hong biét truéec — Using Components with Know Vulnerabilities

Chuyén hudng va chuyén tiép thiéu tham tra — Unvalidated Redirects and Forwards

2.5. Két luan chwong 2
Trong chuong nay, luan van da dua ra cic md hinh danh gia diém yéu cta cac to
chtrc, cac qudc gia phat trién trén thé gidi. Tap trung di siu vao nghién ctu, phan tich hai
phuong phép danh gia diém yéu pho bién nhét hién nay 1a Black box va White Box. Phan
tich mot sd cong cu phan mém cho thu thip théng tin diém yéu. Tir d6, xay ung mé hinh
danh gia va dua ra cac tiéu chi danh gia diém yéu an toan thong tin cho Cong TTDT. Tiép

theo chuong 3, ludn van sé tién hanh thu nghi¢ém trén mot Céng TTDT thuc té
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CHUONG 3: THU NGHIEM THU THAP, PHAN LOAI VA PANH
GIA PIEM YEU AN TOAN THONG TIN CUA MQT CONG TTPT

3.1. Khéi quat vé cac dic trung ky thuat cia cong TTPT danh gia

3.1.1. Gigi thiéu vé Céng TTPT
Cong thong tin dién tir cuia Hoc vién Cong nghé Buu chinh Vién thong, dugc truy

cap tir dia chi http://portal.ptit.edu.vn . Céng TTPT duoc xay dung v6i muyc dich gitp Lanh

dao Hoc vién c6 mdt cong cu dé quan ly diéu hanh cac hoat dong cua Hoc vién trén moi
truong hién dai, linh hoat.

Vi vay, Céng TTDT cua Hoc vién di tro thanh mot diém truy cap duy nhét cta nguoi
dung cudi (1anh dao Hoc vién, gidng vién, sinh vién, gia dinh, cic phong ban, cac khoa,
khach,.....) ma tai do, tat ca cac yéu cau cuia ngudi ding déu duoc dap Gng vé cac khia
canh: thong tin, con nguoi, quy trinh va ing dung.

Vi tam quan trong cua Céng TTDT dbi v6i cac hoat dong trong Hoc vién, vi vay
viéc dam bao an toan cho Céng chinh 1a nhiém vu chinh cua cac cdn bd quan tri vién, vi ly
do d6 ma dé tai Iya chon Cong TTDT lam d6i tuong dé tién hanh thu thap, phéan loai va
danh gia diém yéu ATTT.

3.1.2. M6 hinh téng quan

Page Aggregation Portlet Container and Services

Portlet API

Web
clipper

Themes Dynamic
and skins Ul Manager

>
3
E
S
g

JSP tag

fT— Rules

Document]
Manager

Single
Sign-on

Portal
Model

Template Application
Composition Runtime
Compone

Handler

AUTHORIZATION

S

User
Portal profile  LDAP
Database(s) patabase Directorie(s)

CONSUMEer

XML Access
Portal Script

Hinh 3- 1: Mé hinh téong quan xdy dung Cong TTPT


http://portal.ptit.edu.vn/
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3.1.3. Kién tric hé théng

Cong TTDT dugc xay dung trén nén tang ctia IBM WebSphere Portal str dung cong
ngh¢ J2EE phat trién cho Doanh nghi¢p. Puogc hd trg trén nén tang cong vu manh, hé¢ théng
Cong thong tin duoc thiét ké va trién khai dua trén mo hinh da tang, phan 16p.

Cong TTPT Hoc vién tong hop mét sd tinh ning co ban sau:

- Str dung co ché cap nhat mot lan

- Hé thdng hd trg chuén truyén thong bao mat SSL

- C6 cac giai phap chéng tin cong DOS, DDOS kha dung

- C6 co ché phan tai va chiu 13i

- C6 nhat ky hé thong

Mo hinh kién trac:

Backend

[ Collaboration Tier J

Portal Tier
Ej
WASWP Repository

Security Tier Content Tier
= N~

DMZ

~2 4T

Brovwser Firewjll Load WebSEAL Web
Ealancer Bervers

d ek

Enterprise
Dvata

—

DE2 CM  Web CAI

Hinh 3- 2: Mé hinh kién triic xdy dung Cong TTPT

3.2. Xay dwng kich ban thir nghiém cac bai kiém thir

3.2.1. Kich bdn th# nghigm:

Viéc thir nghiém duoc tién hanh theo cac budc sau:

Buoc I St dung phuong phap ra quét: Black-box

Buée 2: Ngudi dung st dung cong cu ra quét tir mot may tinh bat ky trén mang
Internet

Buée 3: Nhap vao URL ciia Céng TTPT Hoc vién CNBCVT hodc Cong TTDT Bo
TTTT

Buéc 4: Chon module quét: TAt ca (quét tt ca cac module ma cong cu cung cip)

Buée 5: Poi két qua tra vé
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3.2.2. Cdc bai do kiém
Bai do SQL Injection
Bai do Blind SQL Injection
Bai do CRLF
Bai do Htaccess Bypass
Bai do Remote Commands execution

Bai do XSS

3.3.  Cac budc thir nghiém

Dé tién hanh thu nghiém, luan van lga chon cong cu ra quét tir xa, va déng vai tro
nhu mot hacker, tién hanh ra quét theo moé hinh black-box. Cong TTDT thir nghiém:
http://ptit.edu.vn va cong cu st dung: Acunetix WVS.

Quy trinh thyuc hién thir nghiém dugc tién hanh qua cac budc sau:
Buoc I: Cai dat cong cu ra quét Acunetix WVS
Buée 2: Nhap dia chi IP/ duong link ctia cong TTDT

lE‘ Acunetix Web Vulnerability Scanner 10,0 (Censultant Edition)

File Actions Tools Configuration Help

Mew Sean | [&l (3 =X ) B & & B PP
I
Tools Explorer 1 DE| & 3= & ,"? Start URL: |hitp://203. 162. 10. 108 /wps/portal] j |
@ Web Vulnerability Scanner ) I T
T J & Web Scanner M acunetix
—E' Tools
i {3 Site Crawler Web Scanner
&~ Target Finder
-1, Subdomain Scanner Mo data to display. Start a new scan or load the results of a saved scan.
1 Blind SQL Injector .
=} HTTP Editor « Tostart a new scan: File — New — Website scan
: e" HTTP Sniffer » Toloadthe results of a saved scan: File — Load scan results ...
i i HTTP Fuzzer

Hinh 3- 3: Nhdp dia chi IP ciia Cong TTPT Hoc vién dé ra quét

Buée 3: Tién hanh ra quét va nhan két qua


http://ptit.edu.vn/
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DS | & | 0P| @ ¢ | 2 | stertuRL: [tms//203.162. 10, 108 wes/portal | Profile: ~la D Fause
Scan Results Status ills Alerts summary 5 alerts &
= ¥ ScanThread 1 (http://203.162.10.108/wp...  Crawling

=8 |iﬂ3 Vb Alerts (5) T Acunetix Threat Level 2

B @ Apache httpOnly cookie disdosure (1) ) One or more medium-severity type

@ HTML form withaut CSRF protection ... Level 2: Medium ;r;:\nerab\\itie; hav; be‘:n_ disc:verted byh
: — ¢ scanner, You should investigate eac

@) User credentials are sentin dear te... of these vulnerabilities to ensure they wi

@ Clickjacking: X-Frame-Options heade... not escalate to more severe problems.

0 Password type input with auto-comp...
- % knowledge Base

B {3 Site Structure Total alerts found 5
- / @ High 0
@D wes Not Found @ Medium 3
[&] cookies @ Low 1 I
@ informational 1 I

| Targetinformation  http://203.162.10.108/wps/partal &
2 statistics 346 requests &
. Progress &

Activity Window

04,43, Processing file fwps/portal /! ut/p/c5/04_SBEKBXLLMIMSSzPyBxB29CP00s_hQLzILTe8AYWP_MENZAOBMxNzp4BgQ0dfl_1wkAScKjyCTY0g3aY 4gk0BvpaHmagfkF 2dpgjoaliADd7hIE!

16.16 21:04.43, Processing file fwpsfportal Iut/p/c5/04_SBaKExLLMIMSSzPyExBz9CP00s_hQL 20l TE8AYWP_MENZADBMxNzp4Bo00dfl_1wkAScK]yCTY0gaaY 4gKOBvpSHmaqfF 2dpajosTiADd 7hIE! /i 3/d3
06.16 21:04.43, Pracessing file wps/portalflut/p/c5/04_SBSKSxLLMIMSSzPyExBzCP0os_hQLzaLTEaA Y WP_MENzADSMxNzp4BaQ 2clc_1wkAScKjyCTY0g8gY4gkOBvpIHmaqfkr 2dpajosTialoshkw! fdl3
16.16 21:04,43, Processing file fwps/portalfiut/p/c5/04_SB8KSxLLMIMSSzPyExB29CP00s_hQLzaL TEEAYWP_MENZADSMxNzp4BgQOd_1wkAScKjyCTY0g8gY 4gKOBvpSHmaqkF 2dpajosliADd 7HIE! fdi3
06.16 21:04.43, Processing file fwps/portalflut/p/c5/04_SBSKSxLLMIMSSzPy8xB29CP0os_hQLZOLTE3AYWP_MENzAQSMxNzp4BgQOczU _ 1wkA5cKjyCTY0g8gY4gKOBvpSHmaafkF 2dpajosTiADzkzzc! /dI3/d 3

Hinh 3- 4: Qud trinh ra quét Cong TTPT
3.4. Danh gia thir nghiém:

3.4.1. Két qud thiz nghigm
Sau khi tién hanh ra quét bang cong cu Acunetix WVS tai cac thoi diém khéac nhau,

két qua thu duoc nhu sau:

Két qua ra quét diém yéu cong TTDT Hoc vién
40

35
30
25
20
15

10

ol

0 | I I

10/6 12/06 15/06

XSS ' CSRF mDoS

Hinh 3- 5: Két qua ra quét cong TTPT Hoc vién qua 3 lin quét
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K&t qua qua 3 lan ra quét, tai cac thoi diém khac nhau chung ta ¢6 thé thy diém yéu
thu dugc chu yéu 1a thuoc nhém diém yéu vé kiém duyét nd1 dung dau vao, ngoai ra la cac
diém yéu thudc dang CSRF va DoS.

3.4.2. Phén tich, dinh gid két qud
Tir két qua thu dugce, ¢ thé thay muc d6 phan bd sb lwong 16i qua cac 1an ra quét 1a

tuong duong véi nhau. Ldi & mire cao tap trung cha yéu vao loai Cross site scripting (XSS)

Ti 1€ phan bo céac 161

= XSS ~ CSRF =DoS

Hinh 3- 6: Ti Ié phén bé cdc 16i ra quét

C6 thé thdy, 161 XSS chiém dén hon 90% tdng sd 16i quét duoc va déu thude dang 16i
cao. Nhu di trinh bay ¢ nhitng chuong trude, XSS 1a nhém 15i thudc dang diém yéu vé
kiém duyét ndi dung dau vao, 1a nhém 15i rat dé bi tin cong va vo cing nguy hiém. Cach
don gian nhat dé khai thac 156i nay 1a chén thém ky tu vao chinh duong link dan dén website.
Vi vay, can phai ¢ cac bién phap khic phuc va stra 16i nay.

Mot sb cach co ban nhat dé khic phuc va va 15i 1a:

- Khong cho phép bat ky HTML tag nao nhap vao tir ngudi ding.

- Loc tat ca cac Active Script ttr HTML code.

3.5. K&t luan chwong 3

O chuong 3, luan vin di trinh bay phuong phap thu thap cac diém yéu cua cong
TTDT duya vao phuong phap Scanning, phan tich cac diém yéu theo phuong phap Black box
va danh gia diém yéu dua vao céc tiéu chi di trinh bay & nhirng chuwong trude d6. Ngoai ra,
chuong 3 con dua ra duoc cac bai do kiém thir diém yéu ATTT. Va ap dung thanh cong
trong viéc thu thap, phan loai va danh gia cac diém yéu ATTT tai mot cong TTPT trong

thuc té.
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KET LUAN

C6 thé thiy, viéc dam bao ATTT cho Cong TTPT 1a rat quan trong va nén dugc cac
co quan nha nudc chi trong. Thue té cho thiy rang, néu nhu cac to chic, co quan nha nuée
khong that sy quan tim dén vin d& ATTT cua Cong TTDT thi hau qua rit nghiém trong. Ké
tan cong c6 thé loi dung cac 16 hong, diém yéu an ninh ctia Cong TTDT dé tin cong vao cac
hé théng bén trong, danh sap hé thdng, 1iy cip hoidc pha hoai nhimng dit liéu quan trong.

Nhitng nim gan dy, viéc thu thap, phan loai va dénh gia cac diém yéu an toan thong
tin da bat dau dugc ap dung tai cac website clia cic co quan, cac doanh nghiép nhung chua
thuc su duoc ap dung d6i véi Cong TTDT. Ngoai ra, viéc thu thap, phan loai va danh gia
diém yéu chua dugc hé théng hoa va chua duogc ap dung vao thyc té mot cach hiéu qua ma
hau hét 1a thuc hién tuy theo trinh d0 ctia @01 ngti can by quan tri.  Viéc thu thap, phan
loai va danh gia diém yéu ATTT ngay nay dd duoc hd tro boi rat nhidu cong cu ma ngudn
mo hodc cong cu cd ban quyén nhung qué trinh ra quét chua theo bat ky quy trinh hay

chuan nao, vi vay s€ dan dén tinh trang ra quét thiéu thong tin can thiét.

Két qua dat dwoc

Trong pham vi gidi han ctia luin van, hoc vién da hé théng hoéa dugc nhiing kién
thirc vé cac diém yéu ATTT hién nay noi chung va cac diém yéu ciia hé thong Cong TTDT
noi riéng, tir 46 giup ngudi doc cd cai nhin truc quan nhét vé tinh hinh thyuc té trong viée
dam bao ATTT ctia Cong TTDT hién nay.

Luan vin di nghién ctru duoc ciu trac cua cong TTDT, dua ra nhitng van dé can
quan tim dé c6 thé dam bao dugc ATTT cho cong TTDT. Ludn vin da dua ra duoc phuong
phap thu thap thong tin vé diém yéu ATTT mdt cach khoa hoc nhat, giup ngudi thyc hién co
thé thu thap duoc cac thong tin voi sb lwong nhiéu nhét ¢ thé. Tur viée thu thap thong tin
diém yéu d6 luan vin ciing di xay dung duoc mé hinh dénh gia, bo tiéu chi danh gia diém
yéu ATTT, cac bai do thir nghiém, kich ban thir nghiém dé phén tich, danh gia diém yéu
ATTT cho Céng TTDT theo chudn OWASP. Phan thuc nghiém cua ludn van, hoc vién da
tién hanh thu thap thong tin, phan loai va danh gia diém yéu cua cong thong tin dién tir Hoc
vién Cong nghé Buu chinh Vién thong. Tu két qua thu dugc, hoc vién da trao doi, phéi hop
v6i quan tri vién dé c6 nhimg phuong an va bién phap khic phuc dam bao ATTT cho Cdng

TTDT cua hoc vién ciing nhu cac hé thong lién quan.
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Han ché
Do han ché vé mit thoi gian va kinh nghiém ban than, vi vay luin van van chua thé
thong ké dugc hét cac diém yéu hién nay ma chi dua ra duoc nhiing tap diém yéu chinh, vi

vay chua thé khai thac hét duoc nhitng diém yéu ATTT ctua Cong TTDT.

Hwéng phat trién tiép theo

Duya vao nhitng ndi dung da xay dung duoc trong luan van va thuc té hién nay chua
c6 bat ky dé tai nao néi vé viéc dam bao ATTT cho Cong TTDT. Vi vay, hoc vién sé tiép
tuc phat trién va hoan thién hon vé cac phuong phap thu thip, phan loai va danh gia diém
yéu ATTT. Tir d6 co thé xdy dung dugc mot hé thdng giam sat, phat hién va danh diém yéu
tai cac to chirc/ co quan nha nudc va sau d6 c6 thé md rong ra cac doanh nghiép, to chirc

trong va ngoai nudc.
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